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ISOMORPHISM IN CIPHERED TEXTS
e ———

after painful exertions. But heis accustomed to rebuffs and accepts them
philosophically...sometimes.

QUASI-APERIODIC SUBSTITUTIONS

18. We will now consider a progressive type of cipher in which the de-
nominator of the substitution isshifted to the left one element at a time
at each element of the clear text. Clearly, this is a periodic cipher
with a key of 26.

Using a nN/nN at initial coincidence A»S the idiomorphic phrase TO-
MORROW (A,ABBA) becomes:

mN: TOMORRO
Ng: LHGJNOM

It is observed that the idiomorphic construction of the clear text
has disappeared altogether in its cipher version. Of course, if the

cipher text were subjected to a nmN - generating

FoOQm>ELs

one could easily read the equivalent plain text on an upward diagonal
generatrix. With a nN/mM thiscould not be accomplished as has been noted
in Sec. 13.

19. On the other hand mao:lwawaoaﬁzwn word such as SOUTHERLY will, in a
nN/nN substitution, yield an idiomorphic construction of type A wm A as
shown hereunder at initial coincidence A=J

TN
=z;

* ™
<

* 0
T =<

Any repetition of the word SOUTHERLY in a plain text will yield a
cipher sequence which is isomorphic with BYFFUSGB at any of the other 25
possible coincidences the system affords, such as

SOUTHERL
HELLAYMH
* *

nN :

X
7N Vv

t

In fact, at nN/nN, all the elements of the two isomorphs coincide

=3
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ITI
LINEAR CONGRUENCES

CONGRUENCE MODULO M

23. If o and b are any two integers, positive, negative or zero, and if
upon division by an integer m they leave the same remainder, a and b are
said to be congruent modulo m. Thus, for instance, 20 and 14 are con-
gruent modulo 3, for upon division by 3 they both leave the remainder 2.

20
14

3 = 3x6+2
3 = 3x4+2

It is easy to see that the modulo m must be a divisor of thediffer-
ence between a and b (20-14=6; 6=3x2), that is to say, the difference is
a multiple of the modulo. The relation thus defined may then be written

a = bscm
(20 =14+2x3)

where ¢ is an integer, positive, negative or zero.

The quantity ¢ is not essential to the idea
involved and it is more convenient to use asimpler
notation due to Gauss, and write

a = b modulo m
(20 = 14 modulo 3)

which is read a is congruent to b modulo m.

24. Congruence in a physical sense, can be shown geometrically. If a
directed circumference of a circle is divided into an equal number of
parts, say 8, from an origin O and the points of division are associated
with the integers 0,1...7, wecan readily see that to transit Qunits from
point 3 we land at point 4. This is because

3+9=12= 4 modulo 8.

Moreover, in a closed ring the correspondences shown below hold, as
can be verified in the illustration.

o (s S et S e - e A
0 -7 -6 -5-4-3-2-1

Hence, if starting from point 4 we wish to travel » units in the
direction opposite to the given one we reach station 7. This is because

4+(-5)= -1 = 7 modulo 8,

-13-
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L INEAR CONGRUENCES )
f

Jé. The integral solutions of the congruence
ax = ¢ modulo 26

when a and ¢ satisfy the relations shown above can be found in two dif-
ferent ways.

FIRST METHOD. Using the congruence table, modulo 26, write down the
first few numbers congruent to c. Among them there is at least one which
is a multiple of a. Divide such number by a. The quotient is the inte-
gral solution sought. It is evident that any other multiple of a con-
gruent to ¢ is also congruent to the quotient just found. For instance,
let us solve the congruence

4x = 22 modulo 26.

22 = 48, 74, 100, 126, 152, 178, 204 . . .
$4.-=°12 2h 38 hl
i LI N
X =12 or 25

SECOND METHOD. This method is quicker and more direct. Moreover,
it gives all the required solutions forthrightly. It consists in finding
out which integer when multiplied by n is equal to c. Using the multi-
plication table modulo 26, look for ¢ on row a. The integers at the top
of the table opposite the various e’s are the solutions sought. Here are
a few examples:

1) 5x=19; on line 5, 19 is opposite 9, LX= 9

2) b5x = 18; on line 5, 18 is opposite 14, Lx=14

3) 6x= 20; on line 6, 20 is opposite 12 and 25, ~x=12 or 25
4) 6x = 17; on line 6, there is no 17, ~x has no solution

5) 13x = 4; on line 13, there is no 4, % has no solution

6) 13x = 13; on line 13, 13 is opposite 1,3,5..25 ~.x=1,3,5..25

7) 13x O; on line 13, O is opposite 0,2,4..24 ~x=0,2,4..24
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METHOD OF SOLUTION
g#

of them are separated by large, distinct, prime number of elements, LAD,
138-119=19; CP, 106-39:67: DP, 155-54+101; FG., 163-80:83: OE, 65-34:31)
or by twice a large prime (MK, 148-74:74=2%27: PD, _mm-bo.mmamxawu..ﬂsm
remaining ones are those which can only be congidered as to a possible
periodicity of the key: .

Possible Factors

DJ: 121- 12 = 104 R T T
U<" P#?HP#" MO s & & .- . s » HW
EJ: 35- 31 = 4 R e I
Aw—n.u H@MI_NOH WN .ﬁ-.-.-NW
LW: 42- 26 = 16 By g g g
WY: 150- 96 = 54 T . o
XY: 85- 7= 78 o e v I
Y0: 151-109 = 42 R iy et B
ZU: 44- 19 = 25 5 ) b gyt oWy Cagliog

If we put any credence whatever in the flatness of the graph, we
should disregard periods 4, 6 and 8 and apply the ¢-test toperiod 13; if
not, we should test them all?

We shall suppose that we have performed one or all such tests and
that their results have proven negative. Our cryptogram is not, there-
fore, a periodic polyalphabetic substitution: at least, not one of common
species.

31. We then institute a search for possible isomorphs, ? that is, idio-
morphic sequences which might eventually turn out to be real isomorphs.
Unfortunately, our message does not exhibit any substantial looking ones;
the best it can offer are the weak segments:

2125 = - VP TV ..
61-65: ...0ZDMO...

Hopefully, we test the vertical pairs onanN/7N slide. The elements
correspond at A~T. Hence, the Sequences are truly isomorphic. We, of
course, try to extend the sequences on both sides as far as such corres-

pondence permits, thus isolating the isomorphs toa length of ten letters,
forty elements apart.

21-30 W |VGKT
61=70 ... {0ZDM

Since the cryptogram admits of isomorphs, we infer, if we feel prone,
to disregard the class of monoalphabetic transformations.on constant or
variable sequences of plain text,3 that the keying system of encipher-

1 This is a test for monoalphabeticity. The reader who is acquainted with it may find the
table "b - VALURS FOR SMALL DISTRIBUTIQNS" given in Appendix I useful. This is not the place to
explain the derivation of the test.

2 This is quite a tedious task for lone amateurs like ourselves
sheer fun. The professionals who get paid to do it use computing machin
morphic sequences in short time.

who do cryptanalysis for
es which point out idio-

8 Incidentally, the step suggested in the section mext following

would readily uncover any
system in this class,

IHﬂI
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METHOD OF SOLUTION

We leave the reader with uww.muﬂmawamzﬂmﬂwoSm. If he fails, he can
console himself by following our footsteps to the end. He can later come
back to this point to realize how simple the trick really is.

33. Having acquired the notion that the substitution alphabet is either
nN/mN or 7N/mN-! it is possible to segregate all the isomorphic sequences
the message may contain. This is accomplished by merely measuring on a
normal alphabet the successive distances between the cipher elements in
the scale, 0,1,...25. It is easy to see that isomorphic segments which
cannot otherwise be identified through their literal representations must
yield repeated numerical sequences. Furthermore, such repeated numerieal

mmazmzommtwpw.:mommmmﬂwpw.vmo:m element shorter than their correspon-
ding isomorphs. ,

If a twice repeated 7N denominator is made to slide against the scale
0,1...25 as a numerator, an easy and quick method of deriving the dis-
tance between a pair of elements is to set the first one of such pair
under zero and to read in the scale the numeral which coincides with the
second letter. Thus, the distance between FandP, the first two elements
of the cryptogram, isfound to be 10 by setting theslides as illustrated.

254 5 - 101
ABCDEFGHIJKLMNO P T i e
* *

The cryptogram with distances between elements, as defined, follows.
Again, a binumerical distribution (not shown here) helps in exposing all
repetitions. These are suitably marked.

5 10 15 20
mnzmo>x<Nz_ rommZULNc

10 24 14 13 12 23 01 01 14 25 03 05 14 23 12 16 0¢ 36 2101

25 30 35 40

VS KTVl W R N -8 Bl BEg T R
11 08 09-02 16 11 05 07 08 1708 12 16 16 05 23 10 12 13 134

us 50 55 60

Dot W2 U 06X 0Y K 58D PUE S BG f
081103 21 20 13 22°17 10 42 08 26 12 12 15 14 11 03 05 03

— —— —

65 70 75 80
O 2 N O0-FE F U B '6 F R B M K A HNLF
13 98 09 02 16 11 06 07 08 25 12 00 21 2% 16 07 06 24 20 mw.d
85 90 95 100
G UQGMXY QHLBWK C W-NW-¥ V R ¢

A.I.|ul¢. 22 22 11 01 18 17 04 16 21 1u 18 20 17 09 02 23 22 1§ 21

105 110 115 120
R LR C P Y T oW 0 L O 1 B e
28 12 19 01 23 13 13 22 16 08 18 06 09 21 13 09 24 19 15 03

lu.wl
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METHOD OF SOLUTION

“ﬂ%

ISOMORPHS  LOCATION  DISTANCE POSSIBLE FACTORS
10,24 vl e § 128 e s
01,14 80 8 72 e S
0%,05 58 11 47 b e e e YT
11,04,09 6121 40 e . e\
09,02 95 23 72 4. 68912
09,02 95 63 32 R, re
0%,21,20 139 43 96 b5 6.8 12
06,09 136 112 24 S e, e e

e T, S T

We note that the most preponderant divisors are 4 and 8, each ap-
pearing 7 times. In the absence of any isolated factor 4, it may safely
be assumed that the isomorphic periods consistof 8 variable displacements
the sum S of which is still unknown to us.

36. We re-write, side by side, both the cryptogram and the numerical
distances between its elements in arrays of 8 columns. All isomorphic
sequences are underscored in both arrays, similarly:

1-2 2-83 8-4 4-5 5-6 6-7 7-8 8-1 g ki 7 TR - M Y O
1 10 24 14 13 LR T VP RBOEN T,
2 A“H.mwm 03 05 14 23 12 16 2 t_rommz
s - 06 1621 0111 04 10802 s DI ZUVYEKT,
T e e e B T e 4+ NLWBINEJ
5 19 16 05 23 10 12 13 14 5 VOEJGQCP
¢ = OB—Fr- 0391 20152017 6 DLWZUORKX
T 30 -39 0B 25 12 ~12 =15 14 - O¥Y-KSRDPE
= 1105 05 03 EL-0d 0902 8 SDGLOZDM,
9 Amm 11 05 07 05 25 12 00 o OEPUBEFR
021 24 16 07 06 24 20 01 to RMKAHNLES
:A".e..wmm Y o § i e o e :ko_sxg\o:
e 16528 4 185:00° 170909 12 LBWKCWNW,
R R e A B e s i e 5 13 YVRGBZLE
va 23 13 13 22 16 08 18-06. =B CPC Y OW G
19 15 03 15 JJDYLUSLA
14 22 20 SR o B vt o e

..-MHI
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METHOD OF SOLUTION
e ————————————————

Sec. 26, we obtain the following integral values for 3.

1 ¥ = 9and 27
2EE R
gy 2 59
4 : 3= 9 and 22
sy 1294 5 8 7.8 9-10
6: 2= 9and 22 © VGKTVLWBTIN
TAEE= 20 Eo-WoH-LEUEW MY C o
2 XIMVXNYDKEP
It is easy to see from the results 3. YINWYOZELQ
Just obtained that congruences (2) and a4 ZKOXZPAFMR
(7) do not belong to the system. Hence s ALPYAQBGNS
the cipher sequences from which they 6 BMQZBRCHOT
emerge are pseudo-isomorphs; that is, 7 CNRACSDIPU
they are not equivalent to identical & DOSBDTEJQY
plain text but to isomorphic plain text 9 EPTCEUFKRW
(Sec. 8), as we shall shortly be able 10 E-QLLDIF V. GiLS X
to verify. On the other hand, all the '"" GRVEGWHMTY
other congruences with common integral 12 HSWFHXINUZ
solution 9 delineate true cipher iso- 12 LTX6G LY JTOVA
morphs which yield repetitions in the 14 JUYHUJUZKPWB
plain text. IS K- AL QXC
e LWAJLBMRYD
The value 3=9, while possible, ap- 17 MXBKMCNSZE
pears to be too small for a period con- 18 NYCLNDOTAF
taining 8 variable displacements. If 19 OZDMOEPURBG
this value is correct, and barring un- 20 PAENPFQVCH
seemly null (zero) displacements, seven . 21 QBEFOQGRWD |
of the eight displacements must have 22 RCGPRHSXEJ
value 1 and the other, 2; that is, all 23 S DH0-8 1T F-K
the enciphering alphabets but one are 24 L EITRTIUZEL
adjacent in nN/aN. A quick verifica- 2s UFJSUKVAHM
tion can be made. 0- - VGKTV.LWB I
1 WHLUWMXC
If the longest isomorph, the deca- 2 XIMVXNY
graph VGKTVLWEIN, is generated in 7nN/nN 3 YJNWYO
we should be able to read its plain ? e LS 5 M et
text equivalent ontwo adjacent 45degree S cRLP Y
diagonals, the break taking place at 6 BMQ
displacement 2. In the worst case, if 1. LN
displacement 2is located near the center 8. D

of the isomorph, we should be able to
read at least a plain text pentagraph on
a single diagonal.

The search proves futile and we must, therefore, infer that the
solution £ = 9 in nN/nN is not applicable to our problem. But sincethe
cryptogram has yielded isomorphs in mN/nN it is obvious that the substi-
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METHOD OF

SOLUTION

38. We exhibit hereunder the cryptogram and its transformation in nN/znN:

10

11

13

14

15

16

20

21

The solution is now at hand.

PERIODIC

CRYPTOGRAM ~ mN/mN = TRANSFORMATION

28 B -J-8

FPNBOAXY,~
ZNILQEBN ~

DJZUVYGEGKT ~

i o - W o SRR
VOE-JIS §CP ™

DLWZUOBX ™~

O YK SiR DEp s

SDGLOZDM

QOEPUBGFR ~

RMKAHNLE, ™

LS UQMXYQH ™~

LBWKCWNW ~
VR eRILE ~

FCPCYOWQ,

SEP YU LA

e oS o v (S e
ITDBUX JSW,
LLADYSGR
SIPNMEKWY 0-=
TLE B PoW

PGEE GV e

g 5899

onbl_.._uzmo‘,x.ﬁv

H.wnm.....m."nunx,_,mm

8=] -
LRHCDOSE,

2FL-u K v AHMD I

16Q= L euvzwescF

7=H -~k spes v I E

2&=Y -y wiaprPBNcC

~15°P 2w e v £p 0. 5.8,

6=G~wk vanmt x

mmuxn.c._:xmx_.nl
140+ 4y  eALMEV

5F -+ oqcerpmupss
222W = y R NC XV HA
“_.wnz..mmnv..mg...fv
4=E -y ucervywee

&rr=r
2=V = y e p zop

=
-<
c

Hm.ynximmzm.._<m_

5D~ fr onepBv U

20=U0 - wk He EQ S I
HHnr..moo:x.mqa
2=C = g | w1 x

Uniliteral distributions of the

elements in the columns of the transformed array are taken and Fp... A,

easily spotted.

The successive positions of Ap show displacements

-25-
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METHOD OF SOLUTION

39. The transformed cryptogram and its plain text are now given side by
side. The reader will carefully note the pseudo-isomorphs derived from

congruences (2) and (7)

YZN - YGE - ..boo KIS wri..

(01,14) FGU — CUI - ..led GEO r....

OUD - BYH - ....c HAP ter..

o (06,09) el . 150 - ...th ATI s not

exhibit isomorphicplain text equivalent at =N/mN, and 7N/mN_ respectively.

PERIODIC
TRANSFORMAT LON CLEAR TEXT
12345678 12345678
FPNBOAX[Y THISBOOK
QE|ZCHVSE ITSIWRITTE
LRHCDOSB, NFORMATH.
SJUKVAHMDI EMATICIA

NSBUTITD
OESNOTIDE
MANDANYG

LEUZWGSF
KSDGBVIE
MWIQPBNC
HSVADOSB, REATMATH,
JLJKVAHMLY  EMATICAL
0JHXEKI[C

KNOWLED[G
TIEALMEYV EORTECHN

YHCPYWPE

YEDZDKYU
FPNGJVEIL

===

FODGBYJU
MKHGE@QSI
EQOAHBTG

SRR

QGBPHBSB, IQUEINIH,

URNCXVHA EFIRSTEI
SPCPLBJIB GHTEENCIH_
S gy g ——

APITERSWE
ASSUMENO

==

THINGTHA

==

THSNOTCO
MMONLYTA
e TN ST

HOOLS

And finally the weary reader aww go back, if he so wishes, to the

generating diagram of the decagraph VGKTVLWBIN in wN/zN-
1d have extracted from it the corresponding plain text equi-

easily he cou

valent MATHEMATIC(ians, al).

-27-

' and see how
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CONGRUENCE TABLE
(MODULO 26)

e AR AR SRR T DA A e TR s L M R A Yl G R T T R T 23 24 25

26 27 28 29 30 31 32 3% 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 Hl
D2 D3 H4 55 H6 57 58 59 60 61 62 63 64 65 66 67 68 69 70 V1 72 73 74 75 76 77

78 79 80 81 82 83 84 85 86 87 8 89 90 91 92 93 94 95 9% 97 98 99 100 101 102 103
104 105 106 107 108 109 110 111 112 113 114 115 116 117 118 119 120 121 122 123 124 125 126 127 128 129
130 131 132 133 134 135 136 137 138 139 140 141 142 143 144 145 146 147 148 149 150 151 152 153 154 155
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FOREWORD

The Annual Convention of the American Cryptogram Association, of
which.I am a member, is to take place within the next three weeks, here,
An the fair City of New York.

The New York Cipher Society, which Iaddress very nearly every month
and whose first President it was my privilege to be, is host tn the Con-
vention. The Committee on Arrangements is honoring me in requesting that
I address the Convention on the evening of September first. This I hope
to do and, if it will come to pass, I shall do it with pleasure indeed
and in a manner, I again hope, befitting the occasion.

The topic of the address will be the one which is treated in this
paper. This has been hastily gotten together from a broader study on
MATHEMATICAL CONCEPTS AND THEIR APPLICATIONS IN CRYPTANALYTICS, now in
preparation. Of these concepts, ISOMORPHISM is an exceedingly elegant
one. Farthermore, it is an extraordinarily powerful tool for the solution
of an entire class of fairly complex cipher systems,

For reasons which must seem obvious, the treatment in this paper has
been confined, without loss of generality, to just one such system with
the further restriction that the substitution alphabets involved are
normal ones. To have extended the ‘address to include cases utilizing
incoherent substitutions would have taken me far on to those pastures of
wonders where, judging from the material appearing in our organ, most of
our members have not yet been brought to graze.

Even in its more elementary manifestations, isomorphism affords a
stimulating, amusing and highly satisfying exercitatio. It is hoped that
these types of quasi-aperiodic ciphers will, despite the greater exertion
required in either preparing or solving them, find their way in the col-
umns of our official publication to relieve the staple and, alas, stale
diet on which our beloved patres conseripti continue to feed us.

At any rate, I am very happy for the opportunity of leading you to
another! excursion extra muros.

m. O.

Harrison, N. Y.
August 1946

1 Pardonable pride. The current rage among the members of our Association centering around
the Bifid Cipher is due solely to the untiring efforts of several of mypupils at Hunter College
where Delastelle's fractionating systems were, for the first time, publicly exposed by me.
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I
THE CONCEPT OF ISOMORPHISM

PAIRING

1. Mr. and Mrs. Jones' twenty-fifth anniversary of blissful wedlock is
nearly at hand. They decide that this portentous event in their life
should be fittingly solemnized by inviting their best friends to dinner
at their home. Accordingly, Mrs. Jones busies herself with the not too
easy task of selecting from among her friends those upon whom she can
safely bestow the appellative of best. She jots down names, one after
another. Now and then some are scratched off, others added. A final
critical evaluation - she is satisfied. She then counts off the names
on the list and finds that including herself and Mr. Jones there will be
thirty persons at dinner. Rather a large party, but the Jones' are af-
fluent citizens and their mansion is a palatial one.

James, who in the world of butlers is held a non-pareil, is an old
hand at this sort of game; heknows how to arrange a dinner party properly.
He sets up, asis his wont, a richly decorated table around which he dis-
poses thirty chairs - no more, no less - for, his vast experience in
baronial manors has taught him that at a properly arranged dinner party
there must be no vacant chairs.

Dinner is served!

The guests file into the dining hall and proceed to their assigned
places. BSuddenly, without counting, James is aware that something is
amiss; there are two more chairs than guests around the board. Had he
comaitted such a plebeian error?

No. Mrs. Jones briefly explains that the Smiths who live in the
suburbs will be delayed; their car broke down on the way.

How did James derive the knowledge that the number of fuests in the
room wns smaller than the number of chairs? '

Why! This istoo silly, thecritical reader will say, slowly arching
his brow.

And we are prone to agree with him.

2. A process which dominates all mathematics consists in successively
pairing off each object of a collection with one object of another col-
lection until one of the collections or both are exhausted.

In ourlittle story, guests and chairs were paired and inthe process
the collection of guests was exhausted before the collection of chairs.
Had the Smiths not been delayed, the two collections would have been ex-
hausted at the same time; that is to say, to each chair there would have
corresponded a guest, and to every guest a chair. Hence, the two col-
lections would have been equnl.
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THE CONCEPT OF ISOMORPHISM

Evidently, two or more elements in either set can be added and the
result isan element of the set. Now, if the pair of given relations are
independently applied to corresponding elements of the two sets, is the
one-one correspondence (k «»2k) maintained between the two results? Let
us check:

6 H1eh
12; 6+2+10

9

(A)+ : 244
: 18; etec.

(B)+ : 448

I
it

The tworesults, 6«»12 and 9 «>18 are corresponding terms in (A) and
(B); that is, the rule (k<«»2k) when applied to the sums, holds. We say
that the sets (A) and (B) are isomorphic! with respect to addition. _

Similarly, the equivalent sets (k < k?)

152 B - B8 T8
14916253 49 64 . . .

(A)x
(Gx

are isomorphic with respect to multiplication, for the product in (A) of
any two or more elements of (A) andthe product in(C) of the corresponding
elements of (C) correspond. For instance

I

(A)x : 2x 4

8
(Chx : 4x16 = 64, 8 «»64,

On the other hand, the equivalent sets (k «>k+3), orthe equivalent
sets (k «=»2k-1)

S b i i e W ey B T
(DF-+456 78910 % .5+
IS B B Lt e iy - R
BT BTG 3525

are not isomorphic with respect toaddition for the sums of corresponding
elements do not correspond. In fact, say,

(A ~ =288 =6
(D) : H+7 = 12, 6 +12;
(B) 35 = 8
(E) : B+9 = 14, 8« 14.

s The relation between the elements of a set need not be the same as
the relation between the elements of the equivalent set. For instance,
the equivalent sets (k«>2¥)

(A)+

=29 o e - e o S
0 2 Sl e 5 2

4
16 32 64 128 256 512 . . .

are isomorphic, if the relation in A is addition and the relation in (F)

is multiplication. In fact, the sum in A of any two (or more) elements

1 From the Greek ﬂo.om. equal, + t.ogs? form:same form, same structure.
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THE CONCEPT OF ISOMORPHISM

between sets has consisted of some operation upon numbers.

Isomorphism can, however, be found in other realms of mathematics,
as, for instance, in Geometry.

If on a directed straight line! X, a series of unit points B,C,D,..
are marked off from an arbitrary origin A, and if on another straight
line Y, unit points B,Y,%,..are also marked off, (sameor differentunit)
from an arbitrary origin o, aone-one correspondence between the two sets
of points can be established at any coincidence, say, (Aesa). Now if the
relation associated with each of these two sets of points is order between
points, that is, distance between points, it is easy to see that the two
sets of points are isomorphic with respect to directed transit; that is,
addition of distances.

X ABCDE -

Y aByde TPOgTUV

P VR P r

Thus, if in X we transit from A to B and from B to E and from E to D
we reach Dwhich is 3 units distant from A. In the corresponding transit
in Y we reach & which is also 5 units away from o showing that equality
in unit distances is preserved. Geometrically, the two transits may well
be represented as ABED and afed respectively and we say that each is
1somorphic with the other. This isomorphism in terms of directed unit
distances can be exhibited as O0+1+3-1. Now, an identical transit in Y
at correspondence Aen (n=0) will take us through mput. Hence, mput is
isomorphic with ABED and conversely; it is also isomorphic with afed and
conversely. (See Sec., 10).

12. [Isomorphism in ciphered texts must, of necessity, be of this nature,
for, the symbols upon which we operate are not quantities but arbitrary
marks of language sounds. Isomorphic manifestations in ciphers are,
therefore, due to the order in which the alphabetic elements in both the
numerator and denominator of any substitution whatever follow one another
and also to the peculiar structural characteristics of language.

1 A directed straight line is a straight line uwpon which a point forigin) has been marked nff
and a direction given.
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ISOMORPHISM IN CIPHERED TEXTS

e e e e B e e e e e St bty

14. A word such as MUNITIONS in which some of the elements recur will
reflect, when enciphered monoalphabetically, the recurring elements in
the same order:

nN :MUNITIONS

TM, : IDJWMWY JN

Upon examining the cipher sequence IDJWMWYJN we are aware of the peculiar
succession of the elements in the subsequence

* *

e s JWMWYJ ..

which forms adefinite pattern easily symbolized as (AB,B,A), in which the
numerals merely denote the number of non-recurring elements laying between
the repeated ones.

This pattern, or idiomornh! as is better known, maynot identify it,
ipso-fncto, as its isomorph ..NITION.. whence it springs, but will indeed
associate itwith any one of the small family of words having the identical
idiomorphic construction. -
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N s
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= - = M|~
—<i 3 ==
o o m x|

S U
MU

Frequency considerations arising wam .ﬁmm frequency distribution of
the message will finally isolate NITION as the proper isomorph.

15. Two idiomorphic words such as BAGGAGE and WINNING (ABBAB) when en-
ciphered monoalphabetically will result into idiomorphic sequences.

INNIN
WJJIwJd

w

E G
= E

nz”mbmm»m
:zn RIS SRS s

Clearly, upon examination, the cryptanalyst knows that these two
arising fromdistinct words, forthe frequency distribution of the message
has told him that he is dealing with a monoalphabet substitution.

APERIODIC SUBSTITUTIONS

16. Let us consider the system in which each word of a message is en-
ciphered monoalphabetically ata preassigned distinct coincidence(key) for
each word, say FIVE. The message

: F
mN: ENEMY ATTACK REPELL
N: IS I-RP | B IS " MZRKZ .

1 From the Greek m\m_.on. own, peculiar + Tﬁﬁﬁm. form, own form
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